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Supporting People After Cyber Incidents &
Strengthening Communities

What is a cybersecurity incident?

A cybersecurity incident is any online situation that:
e Causes worry or confusion

e Puts personal or financial information at risk

Important: Cybersecurity incidents can happen to anyone, regardless of age or
experience.

Common examples include:
e Clicking on a suspicious link
e Receiving a message pretending to be a family member
e Missing money from a bank account
e A computer or phone freezing or showing alarming pop-ups

Common emotional reactions
People affected by cybercrime often feel:
Shame

Guilt

Fear of talking about what happened
Confusion, anger, or self-blame

<~ These reactions are normal.
Scammers rely on urgency, strong emotions, and silence to continue their scams.
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Emotional support comes first
Before trying to “fix” the problem:
e Listen carefully
e Acknowledge and validate feelings
e Be patient and calm

¢ It is okay to say:
“We’ll figure this out together.”

What to avoid:
e Blaming or judging
e Saying “you should have known”
e Suggesting someone stop using technology altogether

When support moves into action

Once emotions have settled, take calm, practical steps.

Step 1: stop the situation
e End the interaction immediately
e Do not click, reply, or engage further
e Disconnect affected devices if needed

2: r n
Change passwords
Turn on two-factor authentication (2FA)
Check for unusual activity
Start with the most important accounts

Step 3: document and report

e Keep messages, emails, and screenshots
e Report the incident to the appropriate organization
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In Canada, report to:

Canadian Anti-Fraud Centre

Your bank or credit card provider

Service Canada

Local police (for identity theft)

Fraudulent text messages: forward to 7726 (SPAM)

Step 4: monitor and follow up
e \Watch for new or unusual activity
e Know who to contact if issues continue
e Ask for help again if needed

<~ Itis never “too late” to ask for help.

What usually happens next

Most scams stop once contact is cut off
Not all incidents result in financial loss
Many issues are resolved within days

e Support systems are available
Recovery is possible.

Rebuilding confidence
e Start small, one device or account at a time
e Make one simple change instead of many
e Practice with someone you trust
e Take breaks and move at your own pace
Confidence returns over time.
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Understanding and managing your digital footprint

Your digital footprint includes:

Social media activity

Online shopping and browsing
Google searches

Emails and comments

App permissions

Helpful tools:

Check your digital footprint: digitalfootprintcheck.com
Check for data breaches: HavelBeenPwned.com

Understanding what is visible online helps people feel more in control.

Key messages to remember

If you

Cybersecurity incidents are common
Asking for help early is a smart step
You are not alone

Small actions can reduce future risk

have questions or would like support with any of the topics discussed here, please reach
out to Connected Canadians through our website: www.connectedcanadians.ca.

Our helpful volunteers are ready to assist you and ensure you feel confident and supported in

your digital journey.
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